VAL AR, UK.N eT It's a chuffin' blog now!
Google Still Rejecting Emails

Date: 2024-12-16
Written By: Pete

s Google Even Checking The Right Server?

Or just some corrupted cache? Damned if | know but they're still at it, rejecting emails from valar.uk.net and calling them 'unsolicited' thereby insinuating that they're spam.
It's all old bollocks ain't it? Yes it is but damnsome frustrating at the very least and all for no logical reason.

I'm sure all of this malarkey will turn out to be my fault but an entity can take 'security' too far. | don't know what they're doing in that Chocolate Factory but it isn't helping.
Here's some more output from Google themselves.

First the obligatory rejection message (NDR or non-delivery report):

<redacted@gmail.com>: host gmail-smtp-in.1l.google.com[64.233.167.27] said:
550-5.7.1 [77.74.192.2 12] Gmail has detected that this message is
likely 550-5.7.1 unsolicited mail. To reduce the amount of spam sent to
Gmail, this 550-5.7.1 message has been blocked. For more information, go to
550 5.7.1 https://support.google.com/mail/?p=UnsolicitedMessageError
5b1f17b1804b1-4363602cd065134862345€9.68 — gsmtp (in reply to end of DATA
command)

Reporting-MTA: dns; valar.uk.net

X-Postfix—Queue-ID: 98282B270DF

X-Postfix-Sender: rfc822; pete@valar.uk.net

Arrival-Date: Mon, 16 Dec 2024 12:38:48 +0000 (GMT)

Final-Recipient: rfc822; redacted@gmail.com

Original-Recipient: rfc822;redacted@gmail.com

Action: failed

Status: 5.7.1

Remote-MTA: dns; gmail-smtp-in.l.google.com

Diagnostic—Code: smtp; 550-5.7.1 [77.74.192.2 12] Gmail has detected that
this message is likely 550-5.7.1 unsolicited mail. To reduce the amount of
spam sent to Gmail, this 550-5.7.1 message has been blocked. For more
information, go to 550 5.7.1
https://support.google.com/mail/?p=UnsolicitedMessageError
5b1f17b1804b1-4363602cd065s134862345€9.68 — gsmtp

From: Pete Long <pete@valar.uk.net>

Subject: Testing to (redacted)

Date: 16 December 2024 at 12:38:48 GMT

To: (redacted) <redacted@gmail.com>

Just a test.

Google's own DMARC report:

I _"OM. Pricing Tools Delivery Center Monitoring Products Blog Suppon Login
|

[@] Dmarc Report Analyzer

New Upicad
Emall Provider: google.com Domain: valar.uk.net Report Date: 2024-12-15T00:00:00.0002 Report Id: 4085014245514112009
DMARC Compliance SPF DKIM
1 1 100.00% Authentication Alignment Policy Authentication Alignment Policy
IP Address Email Volume Pass Fail Rate Pass Fail Pass Faul Pass Pass Fail Pass Fail Pass
77.74192.2 1 1 0 100.00% 1 0 1 0 1 1 0 1 0 1

! ABOUT DMARC REPORT ANALYZER

This tool will make DMARC Aggregate XML reports human readable by parsing and aggregating them by IP address ino readable reporns.

DMARC Aggregate XML reports are sent by mall recelvers (like Gmall, Yahoo!, & more) and include valuable data such as message volumes seen, SPF/DKIM Authentication rates, actions taken on the message (quarantine/reject), and more. The un-parsed reports themseives are hard to decipher and contain non-aggregated
data. To receive and view DMARC reports you need to setup a DMARC Record for you domain

Google's Postmaster Tools 'compliance status' output (annotated):

Domain* -
% Postmaster Tools valar.uk.net v @ G

4 We’ve launched a new version of the Spam dashboard that offers improved data coverage and visualization Dismiss Go to dashboard

Compliance status
A Compliance status This dashboard shows email sender requirements compliance for your domain and subdomains. Learn how to use the Compliance Status dashboard. Last updated Sat, Dec 14, at
12:00 AM.

Are Google Testing The Correct Server?

B>

Spam

Requirement Status

() Feedback Loop Incorrect. SPF and DKIM are configured and

Needs work — Set up both SPF and DKIM authentication working as per Google's own DMARC report

Authentication SPF and DKIM authentication ° SPF prevents spammers from sending unauthorized messages that appear to be from your domain. Receiving servers use DKIM to verify that the domain owner actually sent the
message.

Incorrect. SPF and DKIM alignment are in place, again-as
Needs work — Ensure the From: header aligns with either SPF or DKIM  Per Google's own DMARC report.

For direct mail, the domain in the sender’s From: header must be aligned with either the SPF domain or the DKIM domain. This is required to pass DMARC alignment

Encryption
From: header alignment

Delivery Error

O @ ©@

Needs work — Set up DMARC authentication with a minimum policy of none (p=none) Incorrect. POI'CV IS reject.

DMARC authentication :
DMARC lets you tell receiving servers what to do with messages from your domain that don't pass SPF or DKIM: do nothing, quarantine, or reject

N

Visit old Postmaster Tools

Needs work — Set up TLS encryption TLS "is” available

Encryption
yP TLS encrypts messages for privacy and prevents unauthonzed access of your messages when they're in transit

User-reported spam rate |
Needs work — Keep user-reported spam rate below 0.3% P o :

User-reported spam rate _ o/
P P A spam rate of 0.3% or higher will severely impact your deliverability - your messages might be rejected or sent to spam 0.0%

DNS records Compliant Gee, thanks.

Needs work — Ensure one-click unsubscribe is correctly implemented for your subscription messages These two options will never be
One-click unsubscribe allows recipients to easily unsubscribe instead of marking your messages as spam . .
implemented as | don't send out
emails that require an unsubscribe
Honor unsubscribe Coming soon option eg. a mailing list.

One-click unsubscribe

Google's Postmaster Tools 'spam' (annotated):
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Spam C Last 120 days -)
A - This dashboard shows the percentage of user-reported spam vs emails that were sent to the inbox for active users. Learn how to use the Spam dashboard.
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—e— User-reported spam rate  —— Policy violation (0.3%) Recommended threshold (0.1%)
Date User-reported spam rate Under 0.3%
Dec 14, 2024 0.00% Yes
Dec 1, 2024 0.00% Yes
Dec 10, 2024 0.00% Yes
Dec 9, 2024 0.00% Yes
Dec 8, 2024 0.00% Yes
Dec 7, 2024 0.00% Yes

Google's Postmaster Tools 'TLS' report (annotated):
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A s This dashboard shows what percentage of your inbound and outbound traffic is encrypted. Learn how to use the Encryption dashboard. i .
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Date Inbound TLS rate Outbound TLS rate
Dec 14,2024 100.00%
Dec 11, 2024 100.00%
Dec 10, 2024 100.00%
Dec 9, 2024 100.00%
Dec 8, 2024 100.00%
Dec 7, 2024 100.00%

I've logged another support ticket with Google (yeah | know, really annoying from an IT support perspective but as |'ve received none so far, | don't care) and this time | actually
received a confirmation email which | do not recall ever receiving before. I'll take that as a good omen.

Google 2003: Don't be evil.

Google 2024: We have a new policy.

Adapted from a superb Usenet signature line of yore

Pete.
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